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Executive Summary

Financialization through Health IT, Part I:
Lessons from Electronic Health Systems

Rosemary Batt and Eileen Appelbaum

The heightened role of private equity in extracting wealth from healthcare services has captured
national attention in the media and academic research — with the massive bankruptcy of the
Steward Healthcare System the poster child for 2024. Private equity firm Cerberus bought out
Steward in 2011, sold off its property, cut staffing and supplies, extracted over $1 billion, and ran
it into bankruptcy by 2024.

Much less sensational and hidden from view are many other financial actors who own and
operate other parts of the healthcare sector.

In this two-part report, we examine the federal laws governing health IT and the cluster of firms
that create, own, and operate the information infrastructure that healthcare providers depend on.
These include venture capitalists, health IT vendors, and ‘Big Tech’ firms from Silicon Valley as
well as private equity firms and other Wall Street actors. While health IT systems have become
embedded in provider organizations as essential to decision-making processes, little attention has
been paid to whether or how this change has increased healthcare financialization. By
financialization we mean the extent to which actors with primarily financial interests penetrate
the industry and shift the logic of decision-making and its outcomes away from its healthcare
mission and towards financial goals. The answers to these questions are important for the current
debates over what standards and guardrails should be adopted for Al and machine learning in
healthcare.

The empirical question is whether these financial actors are creating value for healthcare more
than they are extracting value from it. We begin with the observation that health IT may create
value for clinicians and patients and enrich the firms best situated to profit from the technology.
Whether this financial relationship enhances or limits the technology’s potential to improve
healthcare delivery systems depends on the laws and regulations put in place to set standards and
enforce them, the conditions under which it is implemented, and who has the relative power to
set prices and quality. We are interested in the extent to which health IT has improved healthcare
relative to its potential, how much external financial actors have extracted wealth from it, and
whether this has come at the expense of healthcare organizations, employees, patients, and
taxpayers.

This question is particularly salient now as the issue of artificial intelligence (Al) and machine
learning (ML) in healthcare has come center stage and policymakers are debating how to



regulate them. There is great enthusiasm that these technologies will cut costs and improve
health care quality, while there also is great concern about accountability and the ability to
regulate their use. The current public debate echoes that of thirty years ago over whether
electronic health records (EHR) would achieve cost and quality improvements.

In Part I, we examine the evolution of electronic health record systems and their adoption based
on an analysis of the laws, regulations, and empirical evidence on their use and outcomes over
several decades. We reconsider the widespread assumption that health IT has reduced healthcare
costs and improved efficiencies. Who are the leading actors in this domain? What are the
relationships between health IT financiers, vendors, and healthcare provider organizations? Who
has benefited, and who has borne the risks and costs of EHR implementation? To what extent
have regulatory guardrails succeeded in providing transparency, accountability, and protections
against EHR system failures or deficiencies?

Part Il of the report considers a broader set of developments in health IT, including the role of
venture capital, private equity, IT vendors, and Big Tech companies in the development of
integrated health IT systems that healthcare organizations increasingly depend on. EHR
platforms became the foundation for layering on software systems for claims and revenue cycle
management (RCM), data analytics, algorithmic decision-making, and Al and machine learning
applications. The rapid development of these ‘end-to-end’ management systems that integrate
patient data into financial accounting systems has positioned them to serve as the infrastructure
for embedding Al and machine learning tools into healthcare decision processes — without prior
safeguards or input from patients and healthcare workers and without regulatory standards,
transparency, or safeguards. The federal government’s late-stage efforts to weigh in on Al
applications in healthcare face a powerful set of financial players with deep stakes already
planted in healthcare. Again, the empirical question is who benefits, and who absorbs the risks
and pays the costs? Our analysis of the evolution and unintended consequences of health IT
informs the current debates over regulating these recent developments in health IT.

In Part 1, the findings from this research point to the important role that the federal government
has played in mandating and subsidizing the adoption of health IT systems, but without
providing sufficient guardrails or oversight to ensure that taxpayer dollars have been used to
benefit clinicians, patients, payers, or the Medicare Trust fund. As a result, the evidence suggests
that health IT financiers and vendors often have benefited at the expense of other stakeholders.

The evidence suggests that these outcomes are the result of an underlying faith that information
technology, now including Al, is the key to reducing costs and streamlining the delivery of
healthcare services. This belief took off as the digital revolution emerged in the 1980s and 1990s.
The Clinton administration pushed through the 1996 HIPAA legislation in order to protect
patient data privacy and support healthcare portability, which set the stage for standardized
electronic patients records as well as billing systems. George W. Bush institutionalized federal



support for health IT by establishing the Office of the National Coordinator for Health
Information Technology (ONC); and in 2009, the Obama Administration mandated that
healthcare organizations adopt EHR systems, providing billions of dollars of subsidies to do so
under the HITECH Act. Features of the Affordable Care Act (ACA), as well as the federal push
to adopt value-based care (VBC), have added incentives for the adoption of EHR systems.

But none of these laws and regulations provided guidelines for testing, monitoring, or regulating
the use of IT in healthcare, nor did they offer protections for workers’ rights or funding to train
employees in the use of health IT. Taxpayer dollars that subsidize the adoption and upgrading of
health IT flow like water through healthcare organizations to a host of tech vendors, private
equity firms, data mining and marketing companies, revenue cycle management firms, data
analytics firms, and others.

The strengths and limitations in the HIPAA privacy rules, as amended under the HITECH Act,
produced intended and unintended consequences. The HIPAA privacy regime offered major
protections for patient electronic data privacy, limiting access to healthcare providers and payers;
but it also allowed access to patient data by ‘business associates’ that provided services to
providers and payers. As the health IT “ecosystem’ grew, hundreds of enterprises gained access
to private patient health information, without patients’ full knowledge and often without any
strong justification for their ‘need to know.’

The assumed cost effectiveness of health IT that fueled passage of the HITECH Act did not
receive sufficient empirical scrutiny before federal adoption mandates were in place and billions
of taxpayer dollars had been spent. While the mandates successfully ushered in rapid adoption of
EHR systems, the systems were flawed, user-unfriendly, and lacked interoperability (the ability
of EHR systems to share information), which was one of the central requirements of the
HITECH law. As a result, healthcare organizations became laboratory sites for experimentation
in which providers and patients often bore the costs of health IT glitches, inaccuracy, and lack of
interoperability. Health IT lacks public oversight and guardrails, allowing venture capitalists and
IT vendors to make billions on the adoption of unproven technologies by health provider
organizations.

The HITECH adoption mandates led to ‘a rush to adopt” EHRs, which also privileged the legacy
IT vendors — allowing them to acquire asymmetric market power (and in some market
subsegments, monopoly power), which has allowed them to charge high prices. Federal subsidies
to support innovative startups, by contrast, did not emerge. The market leaders often maintained
their dominance through anti-competitive strategies such as information blocking, through which
they undercut federal guidelines for interoperability or charged high fees to physicians, clinics,
or other users to link to their systems. It wasn’t until 2016 that Congress passed the 21st Century
Cures Act, which mandated standards for interoperability for health IT developers and put in
motion a national framework for health data exchange under the Trusted Exchange Framework



and Common Agreement (TEFCA). Final regulations for the Cures Act were posted in May
2020, while those for TEFCA took until 2024. Fifteen years after the HITECH Act, 30 years
after HIPAA, and 60 years after EHR innovations emerged, interoperability is viewed as
‘promising.’

Empirical evidence shows that EHRs have led to better billing processes and internal
communications in provider organizations, but not necessarily cost savings. That is because few
studies calculate total economic costs that include the hidden costs of installing, maintaining, and
upgrading systems, as well as hiring, training, and retraining the entire healthcare workforce to
be proficient in data management as these systems continually change. Large healthcare systems
spend billions of dollars on EHRs while smaller hospitals are pressed for resources to install or
maintain them.

A primary expectation among medical practitioners and EHR advocates was that EHRs would
substantially reduce or eliminate medical errors due to human data input and updating. But
hundreds of empirical studies from the 1990s to the present have found that inaccurate or
outdated information is often embedded in patients’ EHRs. While both manual and electronic
systems are subject to human errors of data entry, EHR systems encourage widespread use of
cut-and-paste features, which may lead to the persistence of outdated information in patient
records, information overload for physicians, delays in care, or more serious threats to patients’
lives.

The unanticipated negative outcomes of EHRs for physicians, nurses, and frontline workers are
also well documented since the 1990s. As EHR systems became more complex, the data entry
requirements for physicians and healthcare workers also increased, leading to excessive time
spent by physicians on computers rather than direct patient care — with additional hours at home
finishing up documentation. Physicians and nurses continue to report that systems are onerous,
usability is low, much information is irrelevant or redundant, and the inefficient use of their time
for clerical work has grown immensely — leading to high and growing quit rates. Information
overload leads to cognitive overload, at times undermining patient care or safety. None of these
costs are well-understood or integrated into cost-benefit analyses of the value of health IT.

The findings in Part 11 of this report identify the process through which EHR systems became the
platforms for integrating claims and financial management systems, or end-to-end revenue cycle
management. While the legacy IT vendors, Epic and Oracle Cerner, diversified their revenue
streams into claims and financial management systems, private equity firms bought out
independent RCM companies, accelerating their acquisitions in the 2020s as the potential to
further automate systems via Al and machine learning took shape. In addition to collecting
medical debt via revenue cycle management companies, private equity firms have also bought up
medical loan and credit card companies that often result in low-income patients paying more
than they otherwise would have. The unanticipated developments in health IT over three decades



have had — and continue to have — consequential outcomes for patients, clinicians, healthcare
provider organizations, and the costs and quality of care.

Thus, a direct line of sight exists between the creation of EHR systems in the 1990s, their
mandated use in 2008, their linkage to financial management systems in the 2010s, and their
position today as laboratories for testing data-driven decision-making. Venture capital, private
equity, and Big Tech have financed a range of firms using data analytics to experiment with cost
management, risk management, algorithmic decision-making, ‘value-based care enablement’,
and more recently Al and machine learning.

The platforms are virtually unregulated, with no independent process to scrutinize them before
they are used in healthcare systems, and no guardrails against potential downside risks for
patients. They are non-transparent, making it extremely difficult to assess whether Al is being
used for cost saving or cost-shifting from insurers or healthcare systems to employees and
patients. Early research has identified several major concerns over algorithmic and Al-driven
decision-making systems. These include the inaccuracy and biases of data that Al uses, leading
to improper diagnoses or care recommendations; racial and economic bias embedded in Al
systems; the use of Al ‘recommendations’ as strict rules to be implemented; the hidden ways that
data analytics may be used to shift costs from hospitals and insurance companies to healthcare
providers and patients. In the meantime, Wall Street, Silicon Valley, and Big Tech actors are
making billions selling data and Al systems that lack sufficient testing, transparency, or
regulation.

The proprietary ownership of massive databases of patient health data also has raised major
concern over its use for marketing purposes and private gain. While HIPAA privacy rules were
designed to protect individual patient data, they also allowed ‘de-identified’ data (stripped of
personal identifiers) to be used for secondary purposes, such as medical research or population
health management. Following passage of HIPAA, however, large ad agencies and data mining
companies that pre-dated HIPAA were well-positioned to take advantage of de-identified data to
monetize it for marketing and private research. The unintended consequence is the growth of an
unregulated multibillion-dollar industry in monetizing patient data for private gain without
patients or healthcare providers’ knowledge.

Because deidentified data is costly and held by large EHR vendors and insurance corporations,
academic medical researchers often do not have access to it. Instead, it is often sold to large data
analytics and private research or pharmaceutical companies that do not have to follow traditional
medical ethics standards and clinical research protocols. Given the proprietary nature of the data,
studies cannot be replicated — and it is unclear whether this research meets scientific standards
or not. The complete lack of transparency means that the public cannot assess the extent to which
patient data is being used for private gain versus the public good.



A related and ongoing concern is patients’ privacy rights. As EHR has become the basis for
integrating end-to-end revenue cycle management, hundreds or thousands of entities now have
access to a patient’s personal health information: The ecosystem of healthcare organizations,
providers, insurers, tech vendors, and related businesses with access to personally identifiable
information has grown substantially over time. These actors can sidestep the protections in the
well-intentioned but flawed HIPAA and HITECH Acts. Patients’ rights advocates are
particularly concerned about the extent to which sensitive mental health and other personal
information can be accessed by entities without a clear ‘need to know.” A related concern is that
de-identified information may be re-identified, as shown in a growing number of empirical
studies using advanced data analytic techniques.

Moreover, the linkage of medical and financial records in end-to-end systems has made
healthcare by far the most vulnerable industry to cyberattacks due to the high value of this
sensitive information on the black market. Between 2009 and December 2024, data breaches
affected some 748.5 million individual healthcare records. The number of data breaches of 500+
health records in provider organizations more than doubled between 2018 and 2023, and the
2024 Change Healthcare breach alone affected over 100 million individuals. Since 2020 the costs
of healthcare data breaches have increased by 53.3 percent. In sum, the unregulated expansion of
health IT infrastructure by financial actors has launched unparalleled demand for cybersecurity
systems. Healthcare organizations must now invest billions more in cybersecurity systems,
which are owned and operated by venture capital, private equity, and Big Tech firms.

I. Three Decades of Electronic Health Records - What Have We Learned?

There is widespread belief that healthcare information technology (health IT) plays a major role
in reducing costs and streamlining the delivery of healthcare services. This belief took off as the
digital revolution emerged in the 1980s and 1990s — leading the Clinton administration to back
the 1996 Health Insurance Portability and Accountability Act (HIPAA), which set the stage for
standardized electronic health records and billing practices. George W. Bush institutionalized
federal support for health IT by establishing the Office of the National Coordinator for Health
Information Technology (ONC), and in 2009 the Obama Administration mandated adoption of
electronic health records (EHR) systems and provided generous funding to do so under the
‘HITECH Act’ (Health Information Technology for Economic and Clinical Health Act).

The central question we explore in this report is the extent to which electronic health record
systems have served as a pathway for healthcare financialization — that is, the penetration of
financially-driven actors, strategies, and decision making into healthcare services. What has been
the role of the federal government in facilitating and regulating their adoption? Who are the
leading actors? What are the relationships between Silicon Valley and Wall Street financiers, IT
vendors, and healthcare provider organizations? Who has benefited, and who has borne the risks
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and costs of EHR implementation? The answers to these questions should inform health policy
as lawmakers debate the appropriate standards and guardrails for implementation of Al and
machine learning in healthcare.

We focus on electronic health record systems because they provide the information infrastructure
that undergirds healthcare organizations and subsequent software applications. We begin by
putting the EHR segment in the broader context of health IT systems. The health IT market
includes a wide range of software systems for healthcare provider and payer organizations for
administrative and clinical purposes: Storing, retrieving, sharing, and using health and
operations-related information. We explain the complex industry structure and range of financial
actors in the EHR market and health IT more generally. What role are VC, PE, IT vendors, and
other large corporations playing? Are they sufficiently testing IT systems before marketing and
implementing them?

We then turn to the role of the federal government, which enacted laws and regulations in the
1990s, 2000s, and 2010s that created incentives and mandates for adoption of EHR systems,
subsidized with taxpayer funds. We examine how this regulatory framework shaped the behavior
of financial actors, leading to intended and unintended outcomes. The mandates led to
widespread adoption of EHRSs by the mid-2010s, as intended, but without the mandated
information-sharing capabilities. The federal legal regime also had the unintended consequence
of creating a market characterized by asymmetric power and market dominance by the legacy IT
vendors, as illustrated in our case studies of Epic and Cerner Corporations. These vendors
provided proof of concept and laid the groundwork for Big Tech firms such as Oracle and
Amazon to buy out vendors and further consolidate the market. In the last section, we analyze
the empirical research evidence on the impact of EHRs on healthcare organizations, physicians,
healthcare employees, and patients.

Industry Structure and Financial Actors

The healthcare industry is commonly divided into four distinct market segments: Healthcare
devices and supplies, healthcare services, healthcare technology, and pharmaceuticals and
biotechnology (PitchBook 2023). Government financing and regulation varies considerably
across these different segments. The National Institutes of Health, for example, has provided
millions of dollars in funding for scientific research in medical and mental health as well as pre-
clinical drug discovery. The Federal Drug Administration oversees clinical trials for new drugs
and must approve them before they are released to market. Innovations in biotechnology and
drug development as well as medical devices and supplies have been particularly important for
advancing cures and care for many diseases. These are arenas in which federal dollars have
largely supported value creation via innovation to improve medical science and its applications
to healthcare services.



By contrast, little or no regulatory oversight of health IT innovations and applications exists.
Health IT is a subsegment of the healthcare technology market and it includes payer and provider
software systems. It is defined as “...the application of information processing involving both
computer hardware and software that deals with the storage, retrieval, sharing, and use of
healthcare information, health data, and knowledge for communication and decision making”
(HealthIT.gov N.D.). Within health IT are a range of “verticals,” or niche markets. PitchBook, a
data research and analytics firm, identifies five verticals in health IT: Electronic Health Records
(EHRs)?! and clinical information, infrastructure and compliance, operations, data analytics, and
revenue cycle management (PitchBook 2022).

Financial Actors in Health IT

Interest in electronic medical records grew in the 1960s, due in part to the influence of a 1968
article in the New England Journal of Medicine by Lawrence Weed, physician and entrepreneur,
on the ‘problem-oriented medical record.” Several academic medical centers and large hospitals
experimented with them, funded by the National Institutes of Health and the National Center for
Health Services Research and Development (Denver Department of Health, Beth Israel, Mass
General Hospital, and others) (Cobb and Sauser 2014). Interest in health IT grew as the digital
revolution exploded in the 1970s and 1980s. Innovators assumed that the systems could be
adapted to any industry, including healthcare. Few doubted the assumption that health IT would
substantially reduce healthcare costs by digitizing paper records and saving administrative costs
via financial management tools. Electronic medical records (EMRSs) facilitated the initial shift
from paper to electronic formats for storing patient records in the 1980s, and by the 1990s
incorporated a much broader array of patient information that was termed electronic health
records (EHR).

As hospital and healthcare systems often lacked the capabilities or resources to manage IT
systems, they became increasingly dependent on technology consultants and vendors to make
decisions for them in the design and management of software platforms and applications. An
array of financial firms and tech companies outside of healthcare have played major roles in
EHR systems and other health IT applications that healthcare providers and payers now depend
on. These financial actors include venture capital (\VC), private equity (PE), other investor
supported tech firms, data mining and marketing firms, and more recently Big Tech firms like
Oracle, Google, and Amazon. Early innovators focused on the development of electronic
medical records, and later on broader health information systems.

Financial firms and tech vendors have played different roles in the *health IT ecosystem’. While
some have been active across many segments of health IT, others have been more focused.
Venture capital’s primary role is to finance health IT startups and fund them through a series of
growth stages. The VC business model is to finance a startup company and provide sustained
financing and guidance over a period — up to ten years — with one in ten investments typically
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yielding sustainable enterprises. At that point, the health IT firms exit VC funding by launching
an IPO and going public, or by being acquired by a private equity firm or a firm seeking a
strategic acquisition.

The private equity buyout model differs radically from that of venture capital. Whereas VC firms
buy new shares in a startup company, providing it with cash, PE funds buy existing shares using
substantial debt that is loaded on the target company, which receives little cash but is burdened
by liabilities (debt). VCs provide firms with cash for investment, PE firms do not. PE firms have
a time horizon of about five years, by which time their goal is to exit the investment and
distribute returns to their investors that considerably beat the stock market. It is important to note
that while PE firms invest very little of their own equity (less than 2 percent in a fund) and
receive a 2 percent annual management fee from investors, they take 20 percent of the returns
(Appelbaum and Batt 2014, 2020).

While a handful of venture capitalists began financing EMR startups in the 1970s, investment
increased somewhat in the 1990s and even more in the 2000s. Private equity firms were only
marginally active in health IT in the 2000s. Both VC and PE firms substantially increased their
EHR and health IT financing following passage of the HITECH and Affordable Care Acts,
which we discuss more in the following section.

In one of the few studies that has examined the link between federal funding and venture capital
in health IT, researchers compared VC funding before and after the HITECH Act. Based on
70,982 investments between 2000 and 2019, they found that the law disproportionately
stimulated VC activity in health IT compared to overall VC investments and non-1T healthcare
investments: “After passage of the HITECH Act, investment in both health IT companies and
EHR-related companies increased at a rate much faster (13.0% and 11.4%, respectively) than VC
as a whole (6.9%)” (Lite, Gordon, and Stern 2020:1). Venture capital firms also invested more in
early startup companies compared to the entire VC sample of transactions as well as to the non-
IT health care transactions. Private equity allocations to health IT more than quadrupled in the
2010s compared to the 2000s. Between 2000-2008, their cumulative capital in health tech
systems was only $14.1 million, equal to 7 percent of all of their financial activity in healthcare;
but between 2010 and 2018, they allocated $70 million in capital to health tech, equal to 16
percent of their healthcare financing in that period (PitchBook, author’s calculations).2

To provide a sense of magnitude of VC and PE involvement in health IT in 2023, we drew on
PitchBook’s database of 1,714 health IT companies with current or former VC/PE funding
(PitchBook, author’s calculations).® VC accounts for 41.5 percent of first deal financing (702
companies), private equity 26.5 percent (455 companies), and the remainder a mix of corporate,
individual, and debt financing. Currently, 764 companies (45%) in this sample have VC
financing status, while 675 (39.4%) have private equity financing status, and the remainder are
formerly VC/PE backed. The most common exit strategy for former VVC-backed health IT
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startups is private equity buyouts (35%) with another 30% exiting via private equity growth
investments. Only nine formerly VC-backed companies exited via IPOs in this sample of firms,
while about 30% exited via M&A. PE-backed health IT vendors, in turn, are often sold to other
private equity firms in secondary buyouts or to strategic buyers. Of the 79 companies exited by
PE firms, 43 percent have been sold to other PE firms in leveraged buyouts. PE firms have
focused primarily on buyouts of EHR vendors (35%) and operations and RCM systems (44%).

Private equity’s role in health IT is very different from that of VVC firms. While VC invests its
own equity for IT innovation, PE acts primarily as a market aggregator, simply buying and
selling companies — an intermediary between VC-backed startups and strategic buyers like large
EHR vendors, insurance companies, and healthcare systems. PE firms buy out startups to create
health IT platforms and add on similar firms, aggregating them until the firms reach the size and
capabilities that are attractive to larger health IT vendors or corporations seeking strategic
acquisitions. Case examples in this report show how VC funding and private equity LBOs
(leveraged buyouts) are the financing mechanisms that have primarily created the massive health
IT corporations that now serve as outsourced vendors to healthcare systems and physicians’
offices controlling their electronic health records, clinical support systems, data analytics, claims
and payment administration, and financial management systems.

The role of venture capital in the development of major EHR vendors is illustrated in the case of
Cerner Corporation (now Oracle Cerner), which is the second largest EHR vendor in the world.
It was founded in 1979 and launched its core system in 1981. The company received $1.5 million
in VC backing from First Chicago Capital Corp. in 1983 and a second VC infusion in 1984. By
1986, it was the market leader, was rebranded Cerner, and went public on the NASDAQ with
$17 million in revenue and 147 employees (PitchBook 2024b). By 1991 Cerner had a client base
of some 320 sites and revenues of $77 million. It was regularly featured in the annual
BusinessWeek listing of the 100 Best (fastest growing) Small Companies. From the 1990s on,
Cerner grew through a steady stream of acquisitions of tech companies — 39 between 1997 and
2021, most of which were VC backed or formerly VVC-backed. It also began expanding at this
time through joint ventures with major multinational corporations, and by establishing foreign
subsidiaries in several countries (Cerner 2010; Companies History 2024; Funding Universe
1997). In 2022, Oracle bought out Cerner for $28.5 billion — Oracle’s largest deal ever — while its
current CEO and former CEO each exited with golden parachute payouts worth over $20 million
(Landi 2022a, 2022b).

Healthcare: A Lab for Unregulated IT Experiments

The idea of healthcare as a laboratory for unregulated IT testing is a theme that runs through this
report. Unlike drug testing that requires clinical trials and regulatory standards that must be met
before a new product can be released, or medical research that requires a patient’s informed
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consent for participation, IT vendors have been able to freely test their wares whether they are
ready for prime time or not. While adoption of novel technologies without strong track records
may not be harmful in some industries, healthcare experiments tangle with people’s lives.

A recent noteworthy example is General Catalyst, a VC firm with a portfolio of startups across
everything from Airbnb to Snap, a visual messaging company. It has been expanding its
healthcare digital technology investments for several years. In October 2023, General Catalyst
(GC) announced the formation of a new business, Health Assurance Transformation
Corporation, or HATCo, with the goal of ‘proving’ that it can transform healthcare through
technology and capital inputs into patient care. Its first step was to sign a letter of intent to
acquire an Akron, Ohio based hospital, Summa Health, a nonprofit integrated system with over
1,000 patient beds and 8,500 employees (General Catalyst 2024). Summa is one of the state’s
largest integrated healthcare systems, with two acute care hospitals, a rehab hospital, a multi-
specialty medical group, a health insurance arm, 15 community medical centers, and a research
and medical education program. To lead the project, General Catalyst hired Intermountain
Healthcare CEO Dr. Marc Harrison, with whom they had worked previously. Harrison described
the GC project as “...helping the hospital build a new marketplace, much like the App Store, for
healthcare.” Summa will serve as a “blueprint’ ... “the first holistic transformation of a health
system to a thoughtful combination of digital and in-person care” (Capoot 2024).

This hospital buyout moves VC closer to a private equity model and requires that the Ohio
Attorney General first approve a change in the hospital’s ownership from nonprofit to for-profit.
A member of the Akron city council raised his “... moral objection to the use of Summa, its staff
and its patients as ‘guinea pigs’ for venture capitalists.” Healthcare experts point to the
capitalists’ dilemma, “... you are going to take a nonprofit, community-based health-care entity,
and now have it answering to investors and needing to generate profits” (Capoot 2024). In
November 2024, General Catalyst signed a definitive agreement to buy Summa Health for $485
million, and when added to the health system’s current cash flow, would wipe out Summa’s debt
of $850 million (Landi 2024).

These financial actors and high-tech firms have become important players in healthcare
organizations with little or no regulatory oversight. In the next section we explain how and why
federal regulations governing electronic health records emerged, their legislative intent, details of
their provisions, and strengths and weaknesses.

I1. Regulatory Framework and Federal Funding

The federal government began to take electronic health records seriously in the 1990s. By then,
adoption of computer hardware had become more affordable and powerful, personal computers
were more compact, and Internet speed improved. While the Institute of Medicine urged a shift
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from paper to electronic medical records in 1992, adoption was slow due to high costs, data entry
errors, and physician resistance. At that time, a hybrid of paper and electronic records was used,
with the latter mainly used for billing, scheduling, and some clinical uses. Their growing use plus
the increase in reliance on third party vendors raised critical ethical issues of data ownership,
data liability, informed consent, privacy, and security — spurring the introduction and passage of
HIPAA in 1996. As attempts to use the massive amounts of data collected by EHR systems for
secondary research emerged, the poor quality of the data became evident. This led to demands
for improved standardization and the use of medical scribes to enter the data (Evans 2016). The
2000 Institute of Medicine (IOM) report, To Err is Human, which estimated that as many as
98,000 people die from medical errors each year, strongly recommended the adoption of EHRS
as a solution to reduce errors and improve care quality (I0M 2000).

In 2004, President George W. Bush requested but failed to get Congressional approval for a
doubling of funds for health IT adoption. He did, however, issue Executive Order 13335 to
establish the Office of the National Coordinator for Health Information Technology (ONC)
within the US Department of Health and Human Services (HHS) (Woolley and Peters 2004).
The push for further federal regulation moved forward, culminating in the Health Information
Technology for Economic and Clinical Health (HITECH) Act, which was part of the Obama
administration’s American Recovery and Reinvestment Act of 2009. The Office of the National
Coordinator was codified in the HITECH Act and has become the key administrative agency
overseeing federal regulations governing health IT.

A significant milestone in federal regulations was the 1996 Health Insurance Portability and
Accountability Act (HIPAA), passed during the Clinton administration (U.S. CDC: 2024). It
amended the Internal Revenue Code of 1986 to improve portability and continuity of health
insurance coverage, to provide privacy protection for individually identifiable health information
(protected health information or PHI), and to set security standards for electronically held health
information to prevent data breaches. Prior to HIPAA, patient health information was governed
by a wide range of sometimes incompatible state laws (U.S. HHS. 2024).

Under HIPAA, the privacy rule prohibited the disclosure of personal health information (PHI,
whether paper or electronic) by provider and payer organizations (covered entities), data
clearinghouses, and ‘business associates’ (organizations managing claims, billing, data analysis,
and utilization review). The information could be shared among covered entities and these
related businesses, but could not be shared or transferred outside of that network without the
patient’s consent or authorization. It turns out that the number of these covered entities and
business associates grew to several thousand by the 2010s, according to the Harvard Data Map
project (Hooley and Sweeney 2011). By contrast, there were no EHR-data regulations for “de-
identified’ data (stripped of individual identifying information), and this data could be used or
transferred without the knowledge of patients or providers.
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This lack of regulation made millions of patient records available for ‘secondary uses’ such as
research and marketing. The security rule under HIPAA had required the same entities to
safeguard the confidentiality of all electronically held health information (e-PHI), but the rules
were not enforced for business associates until passage of the HITECH Act (Enriquez-Serano
2020:2330-32).

Nonetheless, adoption of EHR systems in healthcare lagged considerably behind other sectors in
the 2000s. While IT investment averaged $7,000 per worker per year in the private sector as a
whole, and $15,000 in information intensive industries, it averaged just $3,000 in healthcare
(Porter and Teisberg 2006). Many looked to the federal government as the key to jumpstart
health IT adoption.

The HITECH Act is viewed by some as the most important healthcare policy since the passage
of Medicare in 1965. It was designed to advance two goals: To encourage the adoption of EHRS
and to encourage the exchange of health information via interoperable EHRs. It did so by
enhancing HIPAA'’s privacy and security rules, setting ‘“meaningful use’ standards for EHRs, and
providing financial subsidies for adoption as well as penalties for failure to adopt. Prior to the
HITECH Act, only an estimated 10 percent of hospitals had adopted EHRs (Alder 2024a).

The HITECH Act strengthened the privacy rule by adding a ‘Breach Notification Rule’ that
requires Covered Entities and Business Associates to report to patients any breaches of the
privacy of their medical records. It strengthened the security rule by extending its coverage to
Business Associates for the first time; and it increased financial penalties for violations of
HIPAA privacy and security rules. It also requires that the public and US Department of Health
and Human Services (HHS) be notified of any security breaches that affect more than 500
patients. This shifted the burden of proof from HHS to the non-compliant organization. Since
2009, the HHS Office of Civil Rights has tracked security breaches and published the names of
organizations that experienced a breach, referred to as ‘The HIPAA Wall of Shame.” Under the
HIPAA Final Omnibus Rule of 2013, Business Associates were also subject to HIPAA audits
and civil and criminal penalties for compliance failure (Goldstein and Thorpe 2010; Alder
20243).

Financial incentives for EHR adoption were substantial. The Act allocated $49 billion in
discretionary appropriations and mandatory spending to promote and support the adoption of
health IT and especially EHRs. Physicians who demonstrated ‘meaningful use’ (such as e-
prescribing or reporting clinical quality measures) of ‘certified” EHRs could receive Medicare
incentive payments for five years up to a maximum of $44,000 ($63,000 for Medicaid
payments). ONC published certification standards that include specific basic capabilities for
EHRs. After 2015, Medicare-eligible professionals who failed to comply with the HITECH EHR
requirements received a 1 percent Medicare reimbursement penalty, and in 2017, a 3 percent
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penalty (Goldstein and Thorpe 2010, Alder 2024a). By 2017, the federal government had spent
$30 billion in subsidies (Adler-Milstein and Jha 2017).

In May 2024, the Office of the National Coordinator celebrated its 20th anniversary of ‘joining
the health IT revolution’. It views its activities as highly successful — as part of ‘a movement,’
not just an organization (Person 2024). It has received bipartisan support in Congress and the
presidency over two decades and serves as the hub for the federal government’s efforts to
advance the development and use of health IT capabilities and to promote data sharing and
electronic exchange of health information. It is responsible for the administration’s health IT
strategy planning and its coordination of federal health IT policies, technology standards, and
program investments. Its budget increased from an estimated $66 million in 2009 to a proposed
$103 million for 2024 (U.S. ONC N.D.).

While federal government initiatives have achieved several positive outcomes, which we
document in the sections below, the hidden costs and unintended consequences of its rules are
also salient. To summarize the federal government’s role to date, it provided billions in upfront
subsidies to hospitals and healthcare providers for the initial adoption of EHR in healthcare
systems and physicians’ offices, as well as billions in Medicare and Medicaid reimbursements —
some of which may subsidize maintaining and upgrading these systems. The HITECH Act’s
carrot and stick incentives pressured providers to quickly adopt EHR systems. The Centers for
Medicare and Medicaid Services (CMS) also established rules that have shaped the direction of
adoption in several ways. The data privacy and security rules were fundamental for patients and
providers to be willing to switch from paper to electronic records. The ‘meaningful use’
standards in the HITECH Act helped set quality controls for providers to receive federal funding.
However, while the rules mandated adoption of electronic record keeping, and the law stated
they should be ‘interoperable,’ there were no sanctions for failure to adopt “interoperable’
systems.

While adoption rates were extensive, the key legislative goal of interoperability was illusive,
blocked largely by legacy EHR vendors that dominated the market. Moreover, the federal
mandate to adopt EHR systems by 2015 favored the legacy IT vendors — especially Epic and
Cerner (later Oracle Cerner) — leading to their unregulated asymmetric market power. Epic has
become the monopoly provider in Academic Medical Centers and large hospitals systems, while
Oracle Cerner won the multibillion-dollar contract for the US military’s global operations and
Veteran’s Administration hospitals. It is the dominant global EHR contractor.

III. The EHR Market

The federal mandates for EHR adoption — the combination of subsidies until 2015 and financial
penalties after that — spurred hospitals and physicians to widely adopt these systems in that time
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window. But the federal mandates created a ‘rush to adopt’, and existing legacy systems were
not equipped to handle interoperability — nor was it in their financial interest to do so. As a
result, legacy EHR vendors came to dominate the market, and some gained monopoly control of
market niches, as in Epic’s control of the Academic Medical Center market.

EHR Adoption Rates and Interoperability

The statistics on EHR implementation provide solid evidence that the HITECH Act led to
widespread adoption of EHR systems but not to interoperability. Annual EHR adoption rates for
eligible hospitals rose from 3.2% annually before HITECH, to 14.2% after the incentives took
effect, based on the Annual Health Information Technology (IT) Survey of the American
Hospital Association (Adler-Milstein and Jha 2017). Between 2007 and 2013, the adoption of at
least basic EHR systems in physician offices rose from 17 percent to 78 percent (DesRoches et
al. 2008; Hsiao and Hing 2014). Adoption rose disproportionately more in office-based
physicians (86 percent by 2017) and non-federal acute care hospitals (96 percent in 2017)
compared to other segments (Alder 2024a).

Figure 1

Hospitals Engaging in Interoperable Exchange of Electronic
Health Information
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Federal initiatives were much less successful in forcing adoption of ‘interoperable’ electronic
health information. The law did not require it per se, and it was not in the self-interest of leading
EHR vendors like Epic, Cerner, and others to do so. ONC has tracked interoperability among
hospitals and physicians since 2014, as measured by their use of four domains of interoperable
exchange: finding, sending, receiving, and integrating patient health information. It found that 70
percent of hospitals ‘sometimes’ or ‘often’ engaged in all four domains of health IT, up from 23
percent in 2014 (see Figure 1).

If the data is parsed by those hospitals that ‘routinely’ use interoperable systems versus those that
‘sometimes’ do, the extent of change diminishes: Between 2014 and 2023, those that routinely
used interoperable systems rose from 28 percent to 43 percent, while those that sometimes used
these systems grew from 18 to 27 percent. Moreover, hospitals with fewer resources (small,

rural, critical access, or independent) reported much lower use of interoperable exchange when
compared to their higher-resourced counterparts (see Table 1).

Moreover, while use of interoperable exchange systems was high between acute care hospitals
(70%) and between hospitals and ambulatory care centers (64%), it was much lower between
hospitals and long-term care partners (27%) or behavioral health providers (28%).

Table I:
Interoperability Frequency Among Non-Federal Acute Care Hospitals by Hospital Characteristics: 2023
Routinely Sometimes
Hospital Characteristics Not Fully Interoperable
Interoperable Interoperable
Overall Interoperability 43% 27% 30%
Small 38% 23% 39%
Medium 46%* 33%* 21%*
Large 53%* 30%* 17%*
Independent 22% 23% 55%
System Affiliated 53%* 29% 18%*
Rural 36% 23% 41%
Urban 47%* 30%* 23%*
Critical Access Hospital (CAH) 37% 22% 42%
Non-CAH 45%* 30%* 25%*

Source: 2023 AHA Annual Survey Information Technology Supplement. (Garbriel et al 2024: 5)

According to the 2024 report by the ONC, “...the resources available to hospitals play a crucial
role in interoperability engagement, with larger, urban, and system-affiliated hospitals
demonstrating higher rates of engaging in routine interoperability across all four domains
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compared to their smaller, rural, and independent counterparts. Half (53%) of large hospitals
often or routinely engaged in interoperable exchange compared to 38% of small hospitals.
Furthermore, system-affiliated hospitals also reported higher rates of interoperability compared
to independent hospitals, with 53% routinely engaging in interoperable exchange compared with
22% of independent hospitals. Similarly, urban hospitals more frequently engaged in routine
interoperable exchange (47% were routinely interoperable) than their rural counterparts (36%
were routinely interoperable)” (Gabriel et al 2024:7).

Legacy IT Vendors: Unregulated Asymmetric Market Power

The incentives under the HITECH Act created a ‘rush’ for adoption by 2015 in order to qualify
for federal subsidies — privileging the established leaders in the market that included Epic,
Cerner, and others. In the 2000s, high tech, insurance, healthcare, and other corporations lobbied
heavily for passage of the HITECH Act, which they assumed would improve profits via more
accurate and timely billing and claims payments while also curbing other administrative costs.
Some of these organizations funded research to show that the adoption of electronic health
records would lead to billions in healthcare cost savings.

Among the most influential reports was a series of monographs published by the RAND
Corporation with funding from Cerner Corporation, General Electric, Hewlett-Packard, Johnson
& Johnson, and Xerox (Bigelow, Fonkych, Fung, and Wang 2005). The study concluded that if
90 percent of hospitals and doctors adopted health IT systems, it would save $81 billion annually
in costs. Implementation of the systems would cost US hospitals about $98 billion and
physicians about $17 billion — an average of $7.7 billion per year over a 15-year adoption
period, but the net savings would be higher. The research was reported in the widely read Health
Affairs journal where it has been cited over 1,000 times (Hillestad et al 2005). Even though the
Congressional Budget Office harshly criticized the findings as overly optimistic, the report was
hugely influential in persuading Congress and the Obama administration to authorize billions for
EHR adoption under the HITECH Act.

In 2013, a RAND reassessment acknowledged that the projections were overly optimistic but
blamed that on design and implementation failures — as if RAND was not responsible to
consider implementation costs in its original projections. They praised ‘homegrown’ systems like
that of Intermountain Healthcare while critiquing commercial vendors for their lack of
interoperability, ease of use, and accessibility for patients. They blamed the federal government
for its compressed time frame that pushed healthcare providers to buy costly, hard-to-use
commercial systems that would require costly replacement later, and for failure to require
minimum usability and interoperability standards (Kellermann and Jones 2013).

Federal regulators underestimated the problematic nature of interoperability. The EHR vendors
were against it as it would only reduce their market power. They wanted to expand their own
internal IT client networks through ‘integrated systems’ across users of their proprietary system,
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not external links to competitors. The HITECH regulations on interoperability ended up weak
and unenforceable. Whether industry lobbying played a role in this is unclear, but in 2009, Judy
Faulkner — the founder and CEO of the leading EHR vendor Epic — was named to President
Obama’s 2009 Health IT Policy Committee, to represent the health IT vendors. The new
advisory body oversaw the development of a policy framework for the nationwide health IT
infrastructure (GAO 2009). In August 2009, their recommendations to ONC on the criteria to
define ‘meaningful use’ stated that the ultimate goal of meaningful use was interoperability, but
that would take time?. Concerns over Faulkner’s conflict of interest became salient in 2015,
when the ONC sent a report to Congress that accused Epic of ‘health information blocking,’
which we discuss in more depth below (ONC 2015).

From an economic perspective, the federal regulators failed to consider the positive network
effects embedded in health IT. Network effects refer to the fact that as more users join a given
network, the value of the technology grows and induces more users to join the same network,
leading to a virtuous cycle of growth and to advantages of a centralized or standardized system.
Vendors competed to become the dominant and most inclusive network, as AT&T did at the end
of the 19th century. Economists at the time referred to telecommunications as a ‘natural
monopoly,” and for this reason, other nation states took ownership of these systems as a public
good that should be universally available to citizens. The US allowed AT&T to form a private
sector monopoly, but regulated it heavily to ensure price, quality, and safety standards.

These considerations were not part of the HITECH Act, in contrast to the approach taken to
deregulate telecommunications in the 1980s. Then, the federal government intentionally created
‘asymmetric’ regulations that favored new entrants over established ones to create a healthy,
competitive market. The HITECH Act did the opposite. It subsidized providers to adopt existing
vendor systems rather than financing innovative startups, a point raised by industry analysts:
Compared to the provider organizations who bought EHR systems from established vendors, “...
newer venture capital adjacent EHR start-ups have not seen as much government money,
resulting in higher barriers to entry” (Joseph 2023).

Information Blocking and Interoperability

By 2013, the failure of interoperable systems became salient because many physicians, clinics,
laboratories, and other small healthcare providers complained about the hidden fees they had to
pay to link their electronic records to other healthcare organizations. Exemplary is a six-
physician primary group that had “‘gotten killed” by interface fees: “The group will pay about
$5,000 to the developer for an interface with a state public health registry, and another $5,000 for
a patient portal, both Stage 2 meaningful-use requirements” (Conn 2013). But the federal ONC
overseeing health IT rejected a proposed rule that would have compelled EHR vendors to
provide ‘clear pricing’ on their websites. Instead, they said pricing transparency would be a
‘guiding principle’ (Conn 2013).
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While interconnectivity between systems was technically possible (Epic was a leader in
interoperable innovations), EHR vendors charged high upfront connecting charges and ongoing
fees, which fostered “... a digital divide between large hospital systems that have money and
technical personnel and small, rural hospitals or physician practices that are overwhelmed,
financially and technologically” (Creswell 2014). Most EHR vendors had similar fees, but Epic
became a target of public and legislative critique for its ‘closed system’ and high access fees. It
also was featured as a case study in a 2014 RAND report (Cobb and Sauser 2014), and it refused
to participate in a health information exchange network called CommonWell Health Alliance, a
non-profit membership association founded in 2013 to share health information and solve
problems of interoperability. In July 2014, at a House Energy and Commerce Committee
hearing, Rep. Phil Gingrey (R-Georgia) attacked Epic for its ‘closed systems,” drawing on
evidence from the RAND study.

In the 2015 Continuing Appropriations Act, Congress requested a report on the issue of health
information blocking and urged ONC to certify EHR systems that “‘do not block health
information exchange, as it frustrates Congressional intent and devalues taxpayer investments.’
In ONC’s Report to Congress in April 2015, it defined information blocking as occurring “...
when persons or entities knowingly and unreasonably interfere with the exchange or use of
electronic health information,” and it focused on health care providers, health IT developers, and
vendors of EHR technology because they are the primary financial beneficiaries of the
HITECH’s incentive programs (ONC 2015:8). Blocking practices include contract terms,
policies, and practices that restrict individuals’ access to their EHRs or ability to share health
records across providers; excessive fees charged for the ability to use or exchange electronic
health records; or developing and implementing health IT in ways that are likely to “lock in”
users (ONC 2015:13).

ONC culled evidence from public records and testimony, industry analyses, interviews, media,
and 60 unsolicited reports of potential information blocking, and found that most complaints
were directed at health IT developers due to cost-prohibitive charges to send, receive, or export
EHR information, or the use of interfaces that do not allow information exchange. ONC
highlighted “the significant lack of transparency’ in technology products and services, and in
contractual arrangements that undermine the provision of care. Vendors charged high prices for
such common interfaces as connections to local hospitals or labs or for extracting data from
clients” own EHR systems. They used contractual terms, technology designs, or practices that
prevented information exchange with competing vendors, third-party IT modules, or specific
providers. They used proprietary formats that ‘locked’ customers into their system. Hospitals
were found to block information in order to control referrals and improve their market
dominance. Some vendors required provider staff to take mandatory training or meet compulsory
“certification” requirements before they could extract and use information or imposed “access
and use agreements’ to prevent providers engaging third parties to help with data use (ONC
2015:17).
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Vendor practices often locked providers and consumers into rigid technologies and information
sharing networks that reinforced the market dominance of established players and prevented
competition from more innovative technologies and services. Lock-in also significantly raised
switching costs if healthcare organizations were dissatisfied with the vendor. ONC also found
that larger hospital systems were more likely to exchange EHR data internally, but not externally
with competing hospitals and unaffiliated providers. ONC concluded that many types of
information blocking were beyond the reach of current federal law and that, “... it is apparent
that some health care providers and health IT developers are knowingly interfering with the
exchange or use of electronic health information in ways that limit its availability and use to
improve health and health care. This conduct may be economically rational for some actors in
light of current market realities, but it presents a serious obstacle to achieving the goals of the
HITECH Act and of health care reform” (ONC 2015:33). Academic research found that for-
profit hospitals were less likely than non-profits to exchange electronic health information
externally, as were hospitals that do not have significant market share (Miller and Tucker 2014;
Adler-Milstein and Jha 2014).

The problems of information blocking and lack of interoperability were finally addressed in 2016
in the 21st Century Cures Act (Black, Hulkower, and Ramanathan 2018), with final regulations
taking effect in May 2020 (Federal Registrar 2020). But it took another four years for HHS to
issue a final rule for the Trusted Exchange Framework and Common Agreement (TEFCA) —
designed to create a national framework for healthcare organizations to share electronic health
information while also maintaining privacy and security (Diaz 2024c).

Market Consolidation and Concentration

Overall, the EHR market grew rapidly and consolidated after the HITECH Act’s implementation
— from over 1,000 vendors in 2009 to roughly 400 vendors in 2019, according to KLAS
Research, the independent research firm that surveys the EHR market annually (Scarborough
2023). Epic, Cerner (Oracle Cerner since 2022 and now Oracle Health), and Meditech were the
industry leaders pre-2008 and have gained relative market share over time, but Epic has
dominated.

The leading vendors have gained concentrated power by focusing on specific market niches:
Epic in large hospital systems and Academic Medical Centers (AMCs), Cerner in smaller
hospitals where it customizes systems. Two other EHR vendors, AthenaHealth and NextGen —
both owned by private equity — have large shares of the physician and ambulatory care market.®
The leading vendors also benefit from the ongoing M&As that drive acquired hospitals into one
merged system (Perna 2023).

In 2022, EPIC and Oracle Cerner together controlled 61 percent of the US acute care hospital
EHR market, according to KLAS — with Epic holding 36 percent of market share and 48 percent
of all beds, compared to Cerner’s 25 percent share of the market and 26 percent share of beds

22


https://cepr.net/?post_type=publication&p=30143&preview=true#fn6

(Epic contracts with larger hospital systems). Meditech has held 16.3 percent of the hospital
vendor market for many years due to high retention rates (Table Il) (Blauer and Warburton
2023).

Table II: EHR Hospital Vendor Market Share 2022

EHR Vendor Share of US Percentage of US Hospital Beds
Hospital Market
Epic 35.9% 47.6%
Oracle Cerner 24.9% 25.8%
Meditech 16.3% 14.0%
CPSI 8.2% 2.5%
Altera Digital Health (formerly Allscripts) 3.7% 4.1%
Medhost 2.5% 1.2%

Source: Scarborough 2023 (data from Blauer and Warburton 2023)

Epic’s Growing Monopoly

Epic was one of the biggest winners from passage of the HITECH Act.” In 2010, it had the
largest one-year sales gain in its history — a 27 percent increase — bringing total revenues to $825
million (Content 2011). In 2011, it had a 45 percent sales increase over 2010, reaching $1.2
billion in total revenues (Freudenheim 2012). Between 2010 and 2020, it had a 15 percent annual
growth rate, followed by a 13 percent rate during the 2021 pandemic year. Annual revenue was
$3.2 billion in 2020, $3.8 billion in 2021, $4.6 billion in 2022, and $4.9 billion in 2023, when it
employed an estimated 14,000 workers. In that year, Epic’s EHR systems covered an estimated
250 million patients globally (Kalinin 2024). EPIC founder Judith Faulkner owned 47 percent of
the company and in 2024 her net worth was reported by Forbes at $8.0 billion (Dyrda 2022;
Bruce 2024a; PitchBook 2024a).

According to KLAS Research, Epic’s share of the EHR market again increased in 2023 to 39.1
percent of hospitals (Blauer and Warburton 2024). According to an industry analyst at CB
Insights, 15 percent of Epic’s wins in 2022 came from EHR standardization following an M&A
(Perna 2023).

Epic appears to meet the criteria of a monopoly, defined as one actor holding at least 50 percent
of its market and holding ‘durable power’ to maintain or increase that share. Epic had 39 percent
of the overall EHR market share in 2023, but at least 60 percent in its market subsegment of
large hospital systems and AMCs (Joseph 2024). As early as 2012, its dominance among AMCs
was evident: “As the first EMR, Epic’s software has become the “de facto standard among the
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more complex academic health centers and multispecialty medical groups,’” according to Dr.
John D. Halamka, chief information officer of Beth Israel Deaconess Medical Center and a
professor at the Harvard Medical School (Freudenheim 2012). By 2018, the top 20 US Academic
Medical Centers and hospital systems were using Epic (Spitzer 2018).

In 2023, Epic added more AMC:s to its client list — including Northwell, Pittsburgh-based
UPMC, and Salt Lake City-based Intermountain Health — as well as 15 children’s hospitals. In
2023, Epic also became the largest global provider of hospital EHR systems. Worldwide, Epic
has 305 million patient records in its system (Bruce 2024a; Dyrda 2024). Epic’s large system
contracts are also more lucrative than those of smaller hospitals because they are more profitable,
invest more in health IT, and are growing relatively faster because of M&A activity (Joseph
2024).

As of 2024, Epic is installed in every health system on the U.S. News & World Report’s best
hospitals list, where more than 90 percent of the country’s medical students are trained on Epic
systems. As a result, the durability of its market power is supported: “It is the platform used in
training a generation of providers, nurses and pharmacists as students and residents,” noted the
vice-president of IT applications at the University of Rochester (Bruce 2022). Epic also regularly
holds training sessions on its sprawling campus, with thousands of attendees each year.

Industry observers and government regulators also point to Epic’s monopoly tactics. While it
was a pioneer in interoperability, it has only developed internally integrated systems. It was
singled out in the 2015 ONC report as intentionally engaged in information blocking (ONC
2015). It allegedly increases the costs for third party developers by not allowing them to use their
own employees to work on Epic systems. It makes extensive use of ‘a web of non-competes and
contractual limitations’ that limit the job mobility of tech workers. It has recently increased its
fee structure for third party developers who need to integrate with Epic to serve mutual patients.

Epic systems are also known to be extremely costly. A 2024 survey of EHR installation costs
among the largest US healthcare systems found that those with Epic systems paid between $660
million for a small system (AdventHealth) to $1.2 billion for Mass General Brigham, and $4
billion for Kaiser Permanente (Bruce 2024b). Healthcare organizations also get locked into one
system due to high switching costs, which means that the prices for upgrading may be dictated
by Epic (Joseph 2024). Boston-based Mass General Brigham and Mayo Clinic reported spending
over $1 billion to install Epic systems (Perna 2023). According to the senior vice president and
CIO of Philadelphia-based Penn Medicine, “To change your electronic health record at this
point, it’s literally hundreds of millions of dollars, if not billions, and then all the change
management that goes with it. So once systems like this are in place, it takes a lot to remove
them.” Another CIO of Chicago-based Rush University System said, “I cannot imagine a U.S.-
based academic health center selecting any solution other than Epic at this point” (Bruce 2023).

24



Here Epic’s lack of interoperable systems is important, as in the case of NYC Weill Cornell
Medical, which uses Epic, but its largest affiliates abroad use Oracle Cerner (Bruce 2022).

Cerner: Cost Plus Government Contracts

Cerner Corporation (Oracle Cerner), which co-sponsored the RAND report pushing federal
funding for EHRs, also saw its revenue triple between 2005 and 2013, from $1 billion to almost
$3 billion (Abelson and Creswell 2013). As profiled earlier in this report, Cerner grew rapidly
through VC- and PE-financed acquisitions. It was regularly featured among the fastest growing
small businesses in the annual Business Week listing and was well-positioned to benefit from
federal subsidies and mandates for EHR adoption under the HITECH Act. From 2011 on, its
pace of acquisitions accelerated, as did their size — especially with a $1.3 billion buyout of
Siemens health IT business in 2015, followed by buyouts of Essence Healthcare ($267 million),
Kantar Health ($364 million), and Elligo Health Research (S135 million) (PitchBook 2024b). Its
employment roughly doubled from 15,800 in 2015 to 29,000 in 2019, declined during the
pandemic, and stabilized at 28,000 by June 2022, when it was acquired by Oracle (PitchBook
2024b).

While it has lost market share in the US to Epic, Cerner has a larger global footprint due in part
to a multi-year 2015 contract with the Department of Defense (DOD) and the Veterans
Administration (VA). Ten years later, the Oracle Cerner systems still had major problems that
endangered patient care and safety. A 2022 independent study by the VA Office of the Inspector
General found that the new EHR system rolled out in 2020 at a pilot site included unauthorized
and inaccurate medication orders, patients’ name and gender errors, issues in scheduling primary
care appointments, and the failure to deliver more than 11,000 orders for specialty care, labor
work, and other services, causing ‘harm’ to 149 patients. Cerner had only rolled out the EHR
system in six US medical centers, and the problems led Congress to delay any further rollouts
(Smith 2022; Samora 2022). As of January 2025, the VA was ‘taking steps’ to roll out Cerner’s
EHR system in just four facilities by mid-2026 (Olsen 2025).

Cost overruns were also substantial, with the original contract for $9 billion increased in 2015 to
$16 billion. But a 2022 independent review by the nonprofit Institute for Defense Analysis
estimated the EHR system would cost nearly $39 billion to implement in 13 years, including
more than $17 billion to sustain the system (Samora 2022).

While the DOD-VA rollout of the Cerner system was failing, Cerner’s CEO was focused on
negotiating a deal to be acquired by Oracle for $28.5 billion, which closed in June 2022. It was
Oracle’s largest deal ever, and it saved Cerner — but prompted 12 of Cerner’s top clients to exit
their contracts (Landi 2022b; Diaz 2024b).
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The deal was premised on combining Oracle’s cloud-based software and enterprise resource
planning (ERP), which manages business and financial functions, with Cerner’s EHR systems to
create ‘end-to-end’ platform services. Oracle promised far better service to the DOD by shifting
the Cerner Genesis system to Oracle’s cloud data centers to help prevent the system outages that
had proven to be its greatest threat (Heckman 2022). In his press release at acquisition in 2022,
Oracle Global Industries executive vice president Mike Sicilia promised, “For care delivery
organizations, we’ll develop new cloud-enabled capabilities allowing providers to access the
information they need, where and when they need it, on an interface that is easy to use. This will
significantly reduce the time and effort required to find a patient’s information, even if the
information is scattered across different providers or care settings” (Sicilia N.D.).

Oracle Cerner introduced several changes between June 2022 and June 2024. In October 2022, it
announced changes to make Cerner’s EHR system a cloud-enabled platform, including a new
dashboard to capture health outcomes, patient experiences, how to reduce burdens on staff,
virtual models of care, and ways to simplify the billing process (Diaz 2022). It also cut $1 billion
in expenses in three rounds of layoffs — eventually reaching several thousand by June 2024
(Clark 2023; Diaz 2024a).

Meanwhile Oracle Cerner’s Genesis system hobbled along until early 2023, when Republican
and Democratic Congressional ire peaked. Rep. Matt Rosendale (R-Montana), chair of the
subcommittee on technology modernization for the VA, introduced legislation that would
terminate the VA’s multibillion-dollar contract with Cerner if improvements weren’t made,
citing “unacceptable levels of productivity losses, patient safety risks and staff burnout” at five
sites where the system had been deployed since 2018. Chair of the House VA committee Rep.
Mike Best (R-Illinois) said that the system *... has crippled the delivery of care, put veteran
patient safety at risk, and stressed an already overwhelmed healthcare system” (Landi 2023).

In May 2023, the VA finally renegotiated the Oracle Cerner contract to set better accountability
measures, including larger fines if the company did not meet expectations and a change from a
five-year contract to five one-year contracts (Dille 2024; Graham 2024). In January 2024, Oracle
hired the former head of CMS under the Trump administration, Seema Verma, to lead Oracle
Health (Diaz 2024b). But in March 2024 the Department of Veterans Affairs released three
reports detailing major system problems, including scheduling errors that may have contributed
to the death of a patient who accidentally overdosed, and pharmacy problems posing “high risk’
to patient safety. The reports identified basic problems like inaccurate patient demographic
information and inability to send automatic appointment reminders (Olsen 2024). The
Government Accountability Office (GAO) released a report showing very low satisfaction rates
at the pilot Cerner system sites at DOD and VA facilities. Only 20 percent of users agreed that
the Genesis system had the response time they expected or that it made them more efficient, and
only 30 percent agreed that the system allowed them to deliver patient-centered care. Satisfaction
scores for efficiency, accessibility, and patient-centered care were all significantly lower than the
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scores for DOD’s legacy system (GAO 2024). Despite the low performance, the VA extended
Oracle’s $16 billion contract for another 11 months (Diaz 2024b).

Despite the ongoing problems at DOD-VA facilities, Oracle and Larry Ellison, the company’s
co-founder and chief technology officer, were doing well. Between December 2023 and
December 2024, Oracle’s stock price almost doubled, reaching a high of $198 per share (NYSE
2025). Larry Ellison, with a 40 percent ownership in Oracle, became the 3rd richest person on
the Forbes list, with a net worth of $209.6 billion (Forbes 2025).

Opening the Doors to Big Tech

For the health IT industry more broadly, the Oracle-Cerner deal is viewed as a signal that Big
Tech is moving into the industry — and with it the transformation of EHR applications to cloud-
based systems. Oracle views Cerner as its ‘anchor asset’ to expand its cloud business into the
$3.8 trillion US healthcare market as well as internationally, as Cerner has a presence in some 30
countries due to its acquisition of Siemens health IT (Southwick 2021). Oracle Cerner plans to
consolidate the diverse dimensions of health IT into an “entire lifecycle’ of healthcare services —
“to integrate our infrastructure, platform, and applications capabilities for a more fully connected
operational, administrative, and clinical system” (Sicilia N.D.).

Other Big Tech and private equity firms have been negotiating megadeals in EHR as well,
including Microsoft’s $19.7 billion bid for Nuance, which is known for its voice recognition
technology. Two private equity firms bought out Cerner competitor Athenahealth, a cloud-based
EHR company, in 2019 for $5.7 billion, only to flip it in 2021 to two other PE firms for $17
billion (Landi 2021). “[The health IT market] was traditionally the showcase domain for EHR
vendors, up until the likes of Microsoft, Amazon, Google and Oracle made their moves. The
industry will never be the same,” noted Mutaz Shegewi, research director at the strategic
consulting firm IDC Health Insights (Landi 2022b).

As a result, the sector has witnessed the growth of even more concentrated power among a small
number of high-tech vendors. This tendency is enhanced due to the high costs of switching from
one system to another, which leads to client ‘lock-in’ to one system regardless of its defects: “An
EHR transition typically takes years and can cost many millions of dollars depending on the
scale of the system” (Palmer 2022). Switching costs include financial burdens, interoperability,
cybersecurity issues, data integrity during migration, the need for skilled staff trained on unique
systems, patient safety threats from limited access to legacy records, and physician burnout,
according to an extensive review of the academic literature (Huang et al 2020). Transition teams
must overcome inadequate human infrastructure, technical challenges, security gaps, unrealistic
providers’ expectations, workflow changes, and insufficient training and support — all factors
affecting potential clinician burnout.

27



IV. EHR Outcomes: Healthcare Organizations, Employees, Patients

Health IT was supposed to save costs and improve efficiencies for healthcare systems, but almost
no empirical evidence supports this claim. While financial actors and tech companies have made
billions as EHR vendors, subsidized by taxpayers, the evidence on positive outcomes for
healthcare organizations, patients, and healthcare professionals is thin. Most important, recent
studies that were conducted a full 10-15 years since passage of the HITECH Act continue to
show a host of negative outcomes: Hidden costs, inaccurate information in EHR records that are
cut and pasted over time, a shift in work time from patient care to EHR data entry, and physician
and healthcare worker burnout.

The academic studies on this question are voluminous. Here we summarize the findings from the
major reviews of the literature as well as exemplary studies with rigorous methodologies and
case studies that provide additional insights. A central problem in evaluating organizations and
patient care outcomes is that most studies draw on samples of evidence from organizations in
which the full range of factors affecting implementation are not controlled for. Nonetheless,
organizational and case-based studies provide insights into the key technological challenges that
healthcare professionals have uncovered, thereby providing a pathway for understanding the
challenges of applying generic EHR systems to healthcare realities.

For organizations, outcomes have been measured in terms of a) costs of implementation and
maintenance; b) savings; c) accuracy and efficiency of billing and other administrative functions;
and d) interoperability. For patients and healthcare professionals, the key metrics have been a)
accuracy of patient records to deliver better care quality; b) accessibility and user friendliness; c¢)
improvements in care coordination via interoperability; and d) satisfaction rates. Below we
review the empirical evidence on these dimensions.

Healthcare Organizations

Few studies have found that healthcare systems have saved money by implementing EHR
systems compared to the costs of implementation — even in the most recent literature reviews
that consider outcomes more than a decade since passage of the HITECH Act. The reasons for
this, as noted earlier, include the hidden costs and unanticipated problems of implementation, the
fact that EHR technology was not sufficiently advanced, and that the government didn’t mandate
interoperability before passage of the HITECH Act. The HITECH mandates privileged existing
vendors, and the positive network effects and switching costs have led to lock-in and monopoly
power. The high and often hidden costs of installation, maintenance, and upgrading of systems
were unanticipated. EHR expenses include investments in hiring permanent skilled IT
professionals or outsourcing maintenance to third party vendors, plus the need for widespread
and ongoing training of all frontline staff who use the EHR interface. Without regular upgrading,
data breaches or legal problems are likely. Patient care may be interrupted during periodic
maintenance, upgrades, and outages. The vulnerabilities of these systems to cyber-attacks —
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including hackers, malware, ransomware, phishing attacks, and cloud threats — are costly,
extensive, and have grown.

Through about 2015, many empirical studies and literature reviews were highly critical of the
performance of EHR systems. Most notable is the 2013 RAND reassessment of the evidence on
outcomes, which found no savings and admitted that the 2005 RAND study considerably
overstated expectations. The RAND authors blamed that on ‘implementation.” They found no
major gains in efficiency or quality (Kellermann and Jones 2013). A major 2013 literature
review concluded that health IT had failed to achieve anticipated benefits and costs savings due
to unintended consequences from flawed design and implementation (Bowman 2013).

“The emergence of EHR-related errors results in data being lost or incorrectly entered,
displayed, or transmitted, leading to loss of information integrity. Although little published
evidence quantifying the magnitude of health IT-associated risks exists, as health IT products
have become more intimately involved in the delivery of care, the potential for health IT-induced
medical error, harm, or death has increased significantly.”

Based on the empirical evidence she reviewed, Bowman cited several causal factors: EHR
system design flaws, poor system usability and improper system use, inappropriate
documentation capture, the widespread use of copy/paste features in the EHR systems, automatic
fill-in features in templates, poor decision support rules, and inadequate user training, among
other things. She also cited the lack of shared accountability between system developers and
users for product functioning, and the lack of regulatory requirements to evaluate EHR system
efficacy and safety or systematically track adverse outcomes.

Recent reviews of empirical research cite more positive developments, including better
administrative efficiencies, billing, scheduling, data accessibility, and care coordination (Evans
2016Tasi et al. 2020; Al Bahrani and Medhi 2023). In a 2017 survey of 4,200 physicians in
Rhode Island, 77.6 percent said that EHRs had improved billing processes, and others pointed to
better communication within hospitals (Gardner, Cooper, Haskell et al. 2019).

Still troubling, however, are the ongoing problems they cite, including the high costs of
implementing, maintaining, and upgrading systems; lower efficiency and the increased worktime
devoted to data entry and management; flaws in interoperability; and inaccurate information
embedded in systems or added through copy-paste behaviors; and the resulting medical errors for
patients — sometimes life-threatening. Also noteworthy is the vulnerability of these systems to
cyber threats that have escalated in recent years. While a strict cost-benefit analysis isn’t
possible, the fact that these problems continue after some 50 years of experimentation with IT in
healthcare is of concern.

For example, Tsai and colleagues culled 7,641 studies published between January 2005 and May
2020, and after reviewing them for methodology and relevance, selected 141 to analyze. Most
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were published between 2017 and 2019 (n=91), which provides a decent interval since the
HITECH Act of 2009. Almost 70 percent (96) were based on US data. Their bottom line is:

“Approximately 25 years after the emergence of EHRs, substantial progress has been made
regarding EHR implementation, adoption and use. Unfortunately, ... Many of the initial
expectations regarding time efficiency, productivity, and increased quality of care have not been
met or have only been partially realized, and “current EHRSs still do not meet the needs of today’s
rapidly changing healthcare environment’ [Evans 2016].”

Tsai and colleagues counted the number of studies that found positive outcomes versus negative
ones along a series of dimensions. By this counting exercise, Tsai and colleagues found
relatively more studies that reported better outcomes for communication, data accuracy and
accessibility, and care quality. By contrast, the number of studies with negative findings
swamped the positive ones with respect to worsened efficiency, increased workload, and
dysfunctional workflows. A consistent finding across the studies was the lack of training and
technical support, lack of technical literacy, lack of user involvement, poor system integration
and interoperability, lack of trust and belief in EHRs, problems of data privacy and security, and
resource constraints.

In 2023, another major literature review examined research over 20 years (Al Bahrani and Medhi
2023). It identified a series of empirical studies showing data improvements due to EHR
systems, including reduced manual data entry, better accuracy, real-time record access, costs
savings from reduced physical storage space, and better communication; but it went on to review
many studies that documented the ongoing flaws in EHR systems.

Quantitative analyses like these are problematic, however, because they count as equal the
findings of studies with radically different methodologies and institutional contexts around the
world. A more persuasive study examined the three top hospital vendors — a research strategy
that should provide the most positive results (“as good as it gets’), given their deep expertise and
experience. Beauvais and colleagues (2021) evaluated 2,667 hospitals using Epic, Cerner, or
Meditech as their primary vendor and examined net income, Hospital VValue-Based Purchasing
Total Performance Score (TPS), unweighted subdomains of efficiency and cost reduction,
clinical care, patient- and caregiver-centered experience, and patient safety. They found mixed
results but primarily no effects or negative ones. While incentive payments from the HITECH
Act raised operating income in the two years following EHR implementation, the EHR systems
were not associated with improvements in operating margins. After this initial period, Beauvais
and colleagues found that none of the systems had a significant positive relationship with net
income. Epic had a significant positive association with TPS outcomes and higher patient
perceptions of quality but negative associations with patient safety quality scores. Cerner and
Epic had significant, positive association only with improved efficiency. None of the three were
significantly related to measures of clinical care.

30



Other studies emphasize that patient care outcomes depend on whether employers invest
sufficient resources in training employees and involving them in EHR implementation strategies.
The quality of care depends on the quality of jobs and the resources that healthcare workers have
to meet patients’ needs. The groundbreaking research by Adam Litwin highlights this point
(Litwin 2011). In his three-year mixed-methods study of Kaiser Permanente, he examined EHR
adoption in the context of a strong positive union-management partnership in which both parties
cooperated in the rollout of the system. He measured changes in patient satisfaction with time
spent on phone calls for appointment scheduling. They improved over time with the introduction
of the EHR system, and considerably more so in those units in which employee involvement and
training were higher. However, less than 10 percent of hospitals in the country are unionized, and
data on the extent to which hospitals have invested in training in conjunction with EHR
implementation does not exist. Another study of 304 nursing homes in New York found modest
positive effects of EHRs on productivity and efficiency, offset by higher operating costs of 2.7
percent, and no effect on healthcare quality; the positive effects improved in facilities that
emphasized employee involvement (Hitt and Tambe 2016).

Physicians, Nurses, and Healthcare Workers

Physicians, healthcare professionals, and workers have reported particularly negative outcomes
working with EHR systems. Healthcare employees, like those in other industries, lack
consultation rights or regulatory protections from the negative effects of new technologies on
their working conditions and ability to perform their jobs (Bernhardt, Kresge, and Suleiman
2023). A large body of academic research shows how the implementation of EHRs have led to
increased workloads, a shift from patient care to computers, and information overload, leading to
burnout and lower quality care. For example, in a 2016 time and motion study of residents at
NewY ork-Presbyterian/Columbia University Medical Center, residents spent 52.1 percent of
their time on computers compared to 9.4 percent with patients (Mamykina, Vawdrey, and
Hripcsak 2016). A 2022 meta-analysis of 28 empirical studies of physician use of EHRs between
2010 and 2020 found consistent evidence of increased information overload and error rates, with
some studies linking these to patient safety concerns (Nijor et al 2022). An analysis of EHR log
records of first-year residents at Stanford found that they spent an average of 5.6 hours on the
computer in a typical workday of 10-12 hours (Wang, Ouyang, Hom, Chi, and Chen 2019).

As additional stakeholders are added to the system, the demands for more data entry and
documentation have increased, as has system complexity and redundancy. The length of clinical
notes alone has doubled. Physicians report that, “Billing and documentation have been the
primary drivers of EHR design, not patient needs and health management” (Budd 2023:1). In
other words, as EHRs are linked to claims and revenue cycle management systems, insurers and
hospitals are demanding more documentation. Insurers are scrutinizing bills more carefully to
save costs while some hospitals use billing practices to increase revenue by including codes for
patients’ health problems that are marginal at best. These practices, referred to as upcoding, raise
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health care costs. Physicians point to these increased documentation burdens as a reason to sell
their practices to private equity firms, which they assume will reduce their workload:;
unfortunately, as PE firms take charge of billing and administrative tasks, they often intensify
pressure to increase patient volumes while physicians still need to provide patient
documentation.

Burnout from EHR systems is a major point of anger among physicians and healthcare workers,
pre- and post- COVID. A particularly persuasive review of 36 empirical studies of physician
burnout between 2010 and 2023 documented consistent evidence linking burnout to EHR
systems among primary care physicians. Burnout manifests itself, “... as a chronic stress
response with components of depersonalization, emotional exhaustion, or impaired feelings of
accomplishment” (Budd 2023:1). The survey evidence shows that physician burnout has
increased since 2011, and EHR use is a major factor as reported by respondents. Based on a
synthesis of findings from 36 studies, he reported that the research links physician burnout to
EHRs use and in turn poor patient care outcomes, including poor quality care, safety incidents,
major medical errors, patient dissatisfaction, and workforce turnover. The evidence from many
studies backed up these relationships: EHRs “...are a significant source of burnout along with
varying combinations of time pressures, chaotic work environments, low control of pace, family
responsibilities, COVID-19 pandemic stressors” (Budd 2023:1).

A sample of the study findings shows consistent evidence linking EHR use to a range of negative
outcomes for healthcare providers and patients. For example, a 2018 Harris poll sponsored by
Stanford Medicine found that half of the 521 primary care providers surveyed said that EHRs
impair clinical effectiveness. Forty-four percent viewed EHRs as a data storage tool, 62 percent
felt EHR time demands led to insufficient time to address patient questions or concerns, 59
percent said their EHR system needed a complete overhaul, and only three percent thought its
primary value was related to patient care. A 2019 academic survey found that 70 percent of
physician respondents linked EHR use to increased stress, while 70 percent said that it fails to
improve job satisfaction, and 50 percent disagreed that it improves workflow. A 2020 study
reported that 75 percent of those reporting burnout symptoms identified the EHR as a source.
Another survey found that 87 percent of physicians sampled felt that EHRs required excessive
data entry. Physicians are doing clerical work that could be done by others, thereby contributing
to inefficiency at work. Physicians needed up to 2 hours additional time for data entry for every
hour of direct patient care, and those without enough time for documentation were 2.8 times
more likely to report symptoms of burnout. Information overload from EHR use increased
physicians’ cognitive demands and undercut their ability to locate critical clinical information,
contributing to burnout (Budd 2023).

Dissatisfaction with EHR systems also leads to nurses’ burnout risk and higher quit rates,
according to a KLAS survey of 75,000 nurses in 2023. One-third of respondents said that EHRs
were a major source of burnout, and among that group, 40 percent said they would probably quit
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their jobs within two years (Anderson and Manzione 2024). The assumption that younger
generations will adapt to EHR systems also doesn’t appear to hold. A Mayo Clinic survey of
6,000 physicians found that EHR dissatisfaction rates were 55 percent for those under 40
compared to 66 percent for those 60 and older (Shanafelt, Dyrbye, Sinsky et al. 2016).

Patients and Care Quality

Recall that the 2005 Rand report authors and other commentators believed EHRs would improve
patient outcomes across the board due to improved accuracy of data, real time access to health
information, and coordination of patient care across healthcare providers. The evidence on these
points is also thin. Early adopters identified key problems in adapting generic systems to their
practices and no improvement or negative effects on care quality. A 2008 study, for example,
published in a top-tier cardiology journal, Circulation, found that there was little improvement in
quality of care for 15,000 patients with heart failure with EHRs compared to paper records
(Groopman and Hartzband 2009). A 2010 case study in Health Affairs identified “Limitations in
the technology gave rise to medication errors, interruptions in workflow, and other problems
common to paper systems. Our experience should encourage providers and policy makers to
consider alternative software and informatics models before investing in currently available
systems” (Fernandopulle and Patel 2010).

A decade later, most academic studies of EHR use and care quality show similar results. An
exception is a longitudinal study of EHR integration between ambulatory and hospital facilities.
Meyerhoefer and colleagues (2016) found that primary care physicians’ productivity fell by 11
percent, but increases in treatment intensity led to a 37 percent reduction in the severity of
adverse birth events. But that study is unusual. A 2019 national study of hospital systems with
EHRs revealed no significant improvements in mortality or readmission rates. The study
controlled for the level of “meaningful use” status attributed to each system, which affects the
level of reimbursement received from the government for implementation. The study found that
meaningful use status had no correlation with improved outcomes, nor did vendor choice or
length of EHR use. In some cases, systems with “CPSI EHR systems performed worse on
several process and outcome measures” (Yuan et. Al. 2019).

A fundamental concern regarding EHR usage and patient care is the accuracy of information
initially input into a system through copying and pasting from one point in time to another. For at
least two decades, and long before passage of the HITECH Act, medical researchers and
physicians signaled the pervasiveness of this problem. A 2003 study, for example, found that one
in 10 electronic charts in their sample contained *high-risk’ copying errors (Hammond, Helbig,
and Benson 2003). In 2007, Thielke and colleagues studied 167,000 VA records and found that
copying of medical exam information occurred in 25 percent of patient charts (Thielke,
Hammond, and Helbig 2007). Many published articles prior to the HITECH Act documented
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how repeated copying and pasting led to outdated information in charts and to patient care
delays, medication errors, or more serious life-threatening medical errors (Hersh 2007).

Since then, a steady stream of credible research in medical journals has continued to document
the extent and seriousness of copy-paste errors pre- and post-passage of the HITECH Act. A
2010 review of 100 patients’ electronic records found that 78 percent of sign-out notes and 54
percent of progress notes were copy and pasted (Wrenn, Stein, Bakken, and Stetson 2010). A
2013 review of 2,000 pages of notes for 135 patients in Cleveland Medical ICU unit reported
that over 75 percent of physician notes had at least 20 percent of the material copy and pasted
(Thornton, Schold, Venkateshaiah, and Lander 2013). In that year, the Office of Inspector
General (OIG) of the Department of Health and Human Services (HHS) published an audit that
surveyed 864 hospitals with Medicare funding and found that only 24 percent of the hospitals
had policies in place regarding copying and pasting in EHR systems, while 61 percent said they
have policies that make it the EHR user’s responsibility to ensure correct data entry when using
copy and paste (OIG/HHS 2013). It cautioned that copy-paste information that is not updated
could lead to improper charges to patients or payers and recommended to ONC that it develop
guidance on the use of copy-paste features. A follow-up OIG report in January 2014 criticized
CMS for its failure to adopt integrity practices to address vulnerabilities in EHR systems and
failure to provide guidance to contractors (OIG/HHS 2014). It particularly highlighted the
vulnerability of these systems to fraud. EHRs make it easier to commit fraud by inflating or
duplicating claims or creating fraudulent claims. It particularly cited the practices of copy-
pasting and overdocumentation (inserting false or irrelevant documentation) as potential causes.

In a 2017 study of medication errors in ICUs following EHR implementation, researchers found
that “one-third of all medication errors were EHR related,” while “EHR-related errors had the
potential for more serious patient harm compared to non—-EHR-related errors.” The predictive
nature of clinical EHRs means that “omitted information and duplicate orders” may change the
level or type of care provided, threatening patient outcomes (Carayon et al. 2017).

In 2023, a 20-year review of the research literature showed that copy-pasting has continued to be
a widespread practice and that it continues to introduce information errors into patient records
(Al Bahrani and Medhi 2023). They found that roughly 35 percent of physicians they surveyed
rely on copy-paste features of electronic systems and that 25 percent believe it can lead to a high
frequency of medical errors. While many studies acknowledge the benefits of EHR systems in
terms of efficiency, real-time record access, care coordination, and cost reductions, they also
highlight the ongoing vulnerabilities that put patients at risk.
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V. Conclusions

The goal of this Part | report was to assess the extent to which financialization in healthcare has
been exacerbated by the growth of electronic health records as a fundamental part of healthcare
organizations’ infrastructure. Central to the analysis is whether the laws and regulations put in
place to advance the adoption of EHRs have been sufficient to foster improvements in healthcare
systems while limiting the use of public funds for private gain. The evidence suggests that they
have not.

The federal government played a critical role in passing laws that encouraged and then required
EHR adoption among healthcare organizations and physicians, but did not enforce standards for
IT vendors or require data or price transparency. The assumed cost effectiveness of health IT that
fueled passage of the HITECH Act did not receive sufficient empirical scrutiny before federal
adoption mandates were in place and billions of taxpayer dollars had been spent. While the
mandates successfully ushered in rapid adoption of EHR systems, it turned out that the available
systems had important limitations, including inefficiencies, inaccuracies, and lack of
interoperability — the latter being a central goal of the HITECH law. As a result, venture
capitalists and IT vendors used healthcare organizations as laboratory sites for experimentation.
Healthcare organizations, physicians, workers, and patients often bore the costs. Federal rules did
not provide consultation rights for healthcare employees with respect to new technologies they
were required to use, nor did they provide any funding for technology training and skills
upgrading.

It is not possible to do a cost-benefit analysis of health IT over time. Systematic data on the costs
and quality of these systems is not available, and little or no transparency exists regarding the
contracts and financial details between tech vendors and healthcare organizations. We do know
that the HITECH mandates required quick implementation but without enforceable standards or
guardrails in place. This gave legacy IT vendors billions in taxpayer subsidies and a free hand in
the market — allowing them to acquire asymmetric market power and, in some market
subsegments, monopoly power. The federal government did not set aside funding for new IT
innovations or startups to provide alternative solutions. Taxpayers subsidized billions for health
IT adoption that flowed through healthcare organizations to the pockets of venture capitalists and
IT vendors, who now dominate the market.

Empirical evidence shows that EHRs have led to better billing and internal communications, but
few studies calculate the net economic effects that include the hidden costs of installing,
maintaining, and upgrading systems — as well as hiring, training, and retraining the entire
healthcare workforce as systems continually change. Large healthcare systems spend over a
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billion dollars just to install these systems, while smaller hospitals are pressed for resources to
install or maintain them, leading some to seek to be acquired — further consolidating the industry.

Inaccurate or outdated information embedded in patients” EHRs is well-documented by hundreds
of empirical studies in the 1990s and 2000s and continuing into the 2020s. Errors occur at the
initial point of data entry or are incurred through widespread use of cut-and-paste features of
systems, which leads to outdated information in patient records, leading to delays in care or more
serious threats to care quality.

The negative outcomes of EHRs for physicians, nurses, and frontline workers continue to be
documented in the academic literature, as are the negative spillover effects on patients. As EHR
systems have become more complex, the data entry requirements also increase, which physicians
and other healthcare workers are responsible for. Widespread dissatisfaction and burnout are
linked to the excessive time spent by physicians on computers rather than direct patient care —
with additional hours at home finishing up documentation. Physicians report that systems are
onerous, usability is low, data required is redundant, and the use of their time for clerical work is
highly inefficient. Excessive email messaging is a leading cause of high and growing quit rates
among physicians and nurses. Information overload may lead to cognitive overload, undermining
patient care and safety. These are the hidden costs of EHR systems.

Once the institutional structure for EHR systems was established, it laid the groundwork for
integrating other financial and data management systems, including revenue cycle management,
and more recently data analytics and Al and machine learning. Part Il of the report will explore
this broader set of developments in health IT. The standardization of patient health information
and more accurate billing in EHRs created incentives to link them to claims and revenue cycle
management (RCM) systems. Venture capital financing and private equity buyouts of RCM
vendors took off and accelerated in the 2010s, as RCM systems developed more capabilities and
were integrated into EHR platforms. EHRs have become the key platforms to integrate patient
health information with operations management, data analytics, claims management, and RCM
systems — in what is referred to as ‘end-to-end’ revenue cycle management.

The rapid development of end-to-end management systems that integrate patient data into
financial accounting systems has positioned them to serve as the infrastructure for integrating Al
and machine learning tools into healthcare decision processes — without input from patients and
healthcare workers nor regulatory standards, transparency, or safeguards. The federal
government’s late-stage efforts to curb these applications in healthcare face a powerful set of
financial players with deep stakes already planted in healthcare. Again, the empirical question in
Part 11 is who benefits, and who assumes the risks and the costs? To what extent are these
systems another pathway for Silicon Valley and Wall Street actors to experiment with health IT
systems without bearing the downside risks? Part Il considers these questions and the evidence
regarding outcomes for healthcare providers and patients, including the question of patient
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privacy rights and data security. The linkage of medical and financial records in end-to-end
systems has made healthcare by far the most vulnerable industry to cyberattacks, which in turn is
spurring demand for yet another set of financial actors to penetrate the healthcare market — now
to clean up the problems created by massive electronic information systems created by their
predecessors.
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Endnotes

1. Electronic health records contain comprehensive data on a patient’s overall health and
health history. Electronic medical records (EMRSs) contain a narrower set of information
on a patient’s medical visits and interactions with physicians and other providers.

2. These numbers include all types of deal types, but over 80 percent were buyouts. In the
first period, private equity allocated a total of $189 million to healthcare in the first
period, and $450 million in the second. In the first period, the largest share of capital
went to hospitals (27%), followed by devices and supplies (24%), outpatient services
(15%), pharma and biotech (13%), and ‘other’ healthcare services (10%). PE focus
shifted markedly in the second period, with the largest capital allocation going to
outpatient services (37%), followed by devices and supplies (20%), and tech systems and
pharma at 16% each.

3. The database includes 248 VVC/PE backed companies that were founded prior 2000; 346
founded in the 2000s (2000-2009); 963 in 2010-1019, and 116 in 2020-2023. Data
reliability is reasonable going back to 2000. Before that VC investments in health IT as
we know it were minimal, and PE involvement was rare. The data from 2010 on is
stronger than that going back to 2000.

4. “The ultimate goal of meaningful use of an EHR is effective use and exchange of
electronic health information .... However, this will be a gradual process that will require
time.... it is important to start with a basic set of features and capabilities focusing on
data collection and build on these capabilities that can become the basis for improved
performance in subsequent years” (ONC 2009).

5. Cerner, Allscripts, Athenahealth, and others health IT vendors were original founders
(CommonWell Health Alliance 2014), and the organization includes all 50-state health
information exchanges designed to foster interoperability (ONC 2019).

6. Athenahealth has 140,000 clients in ambulatory care in 50 states and more than 120
specialties. It was bought out in 2022 for $17 billion by PE firms Bain Capital and
Hellman & Friedman from a consortium of other PE firms that acquired it in an LBO
worth $5.7 billion in 2019 and merged it with a former GE Healthcare subsidiary. The
consortium included the PE subsidiary of hedge fund activist Elliott Management.
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NextGen serves 100,000 provider clients in the US and was bought out in 2023 by
Thoma Bravo PE firm for $1.8 billion (Halleman 2023b). Both are using these platforms
to expand Al applications.

Referred to as the Microsoft of the Midwest, Epic was founded in 1979 by Judith
Faulkner after finishing computer graduate school at U. Wisconsin, Madison, with a
$70,000 investment. The company developed inhouse all its own software systems. It has
remained privately held so data on employment and revenues come from company
statements. The company employed 396 people and had revenues of $247 million in 2000
(Boulton 2016). It gained traction when Kaiser Permanente chose Epic in 2003 over other
EMR vendors like IBM.
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